INC3IEASE SECURITY

The most 1mportant ru]e of security iS“tO think before
acting. ‘There are :guldelines fer security, but they will not * -
be a pat answer of how to act ih.each'situation: Carefully: assess"
-what the effeots of ;yoyr actiors would be-~~-for: yourself for -the *
persaon you're talking to, ‘how much further the informatlon would
go, for your work, for other members of the organlzation, for the
organlzation. 1f in doubt don't say anything, o T

1, There are basically two kindeof ingormation; open ad claseds'
They come under two different cstegories' Inter Organ. and Quter
01gan. ; ) _

ol . _INTER ORGAN . .  OUTER ORGAN. !
{CLOSED : don't tell anzone you can tell organ.~
e S -else T only T '
OPEN you can tell organ you can tell anyone

people only -

The labels may be confusing so just be sure to specifically

ask who you can and can®t tell.,

2, Find out from the start iif the info. you're recei ving or

the work you're involved in is open or closed.

3. If you have questions about something and you don'®t know who
else you can tell, take it back to the person or formation you guot
it from. Your information, questions and criticisms belong there,
If your contact is a person and they can't answer your questions

or disagree with your criticisms, then you should have them take
it to théir contact., You do not conduct your own manhunt for the
responsible party. The same guideline applies for a formation;

here if the response is unsatisfactory, the person who is the con-
tact for information going to other levels should take the matter
there.

L, Don®t bring up other organ. work 'in formations.

5. Don't refer to how busy you are to external people unless it has
a good cover---your job for example.

6. Avoid using names in your notes and on the phone., Avoid using
first and last names, initials, and even just first names. Invent
aliases or signels like # for people’s names. On the phone avoid
asing aliases if you can.

7. Try not to set up meetings on the phone, If you have to set one
up over the phone, avoid being speg@ific about time snd place.

Use "same place as before®™ if you can. Or arrange the time and/or
place ahead of time in person and save the phone for as few details
as possible. Never say anything on thé&é phone or near the phone that
you wouldn’t want to see in tomorrow's headlines.

8., Don't have private con®ersations ¥XIX¥XX within hearing distance
of the phone---newspaper headline rule appliesas in guidel ine

#7. Move yourselves or phone to snother room, cover phone with
pillows, or »ut a radio or TV on right next to the phone.,

9~ When havénga closed meeting where voices could carry to the hail
or apartment next door, use a TV or a radio facing the srea where
you want to block the noise,

10, Whea driving, check your rearview mirror to see if you are
being followec. ’ i '



11. Be cautious about where you ark, A lot can be told by who's
seeing who. This gets reel obvious wher . there ‘are several cars park-
ed around someone’s house for a meeting. ) :
12, Den't leave notes.unlocked 1ﬁ‘your car. Don t leavé notes
siting on the seat éf a lacké&d eary: ) By T
13, Dispose carefully of impb#tant rigtés, €SPs wibh names or K§EEXKXC
specific details about places.-Either c¢Poss out’ secure: 1nform?tidn
throughly or' burn’ ity Another simple and effective:way "to dispose .
of information is by tearing it up and putting it into a :blender. >
with water, it just becomes & mush; . 1likeé :a thick :Shake. Don't throw-
awaypersonal notes in places like the whse or the bookstore.
14. Don't let peopleé youudon®t kriow insyolir house rio matter -how.
reasonable théir &Xcuse“seems; g metetr man, a heighbot for a fuse
box. First check out thelr reason. If it seems reasonable---follow
them around, don't leﬁve'them alone in g .room. If People are asking
suspicious questiorn§, treat thém SUSRIGIQUSLY, give:no information,
and mseke them leave when you lésve, 2 ,
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